
SECURITY! 
 
Level 1:  

 
Behavioral Changes 
 

- Turning on two-factor authentication for primary accounts 
- Turning off fingerprint identification, use complex passkeys 
- Being aware of social manipulation, phishing, etc.  
- Enable lock screen password (all devices) 

Plugins: 
- AdBlock 
- Ghostery 
- Privacy Badger 
- HTTPS Everywhere 
- uBlock Origin  

 
Level 2: 
 
Behavioral Changes 
 

- Communicating encrypted or off-grid (face to face, even physical mail is more 
secure than email at this point) 

 
- Making all your accounts more secure through password changes, removing 

personal information from public view or entirely 
 

- Use encryption for email and for other documents 
 

- Encrypt your computer hard drive and external drives with Full-Disk Encryption 
 

- Encrypt your smartphone’s internal storage 
 

- Cover your computer & phone cameras with tape and unplug external cameras 
and microphones when not in use, use tape over your internal laptop microphone 
 

- Behaviors to avoid on free wifi if you’re unprotected by VPN: doing anything, 
really, but especially anything that passes personal information: Banking, 
purchases, etc.  

 
Tools 

- Communicating encrypted or off-grid 
- Signal 

https://adblockplus.org/
https://www.ghostery.com/
https://www.eff.org/privacybadger
https://www.eff.org/https-Everywhere
https://www.ublock.org/
https://whispersystems.org/


- Firechat 
 

- Making all your accounts more secure with 2FA, password managers 
- Authy  
- password managers: LastPass (free), 1Password (paid subscription) or 

KeePass (free & open source) 
 

- Encryption for email and for other documents 
- Encrypted email services like Protonmail or Tutanota 

- Disable email tracking on Google: General -> Images -> Ask 
before displaying 
 

- Encrypt your computer hard drive and external drives with Full-Disk Encryption 
- BitLocker for Windows 
- FileVault for Mac 
- Unified Key Setup for Linux 

 
- Encrypt your smartphone’s internal storage 

- Available on iOS4 or greater, on by default in iOS8 (EFF's Guide) 
- Android available starting in Android 4.4 (Android has some encryption 

issues) 
 

Level 3:  
 

- Just say no to free wifi! But… free VPNs (and even paid ones) might not be any 
better. Using a VPN… what is a VPN?  

- The Best VPN Services of 2017, PC Mag 
- Which VPN Services Take Your Anonymity Seriously? 2016 Edition, 

Torrentfreak 
- Majority of Android VPNs can’t be trusted to make users more secure, Ars 

Technica 
 

- Using Tor Browser (Windows & Mac), Orbot (Android), Onion Browser (iPhone) 
SAFELY 
 

- YubiKey/physical two-factor authentication 
 

- Moving away from the cloud, keeping sensitive data encrypted, using sneakernet 
instead 
 

- Cover cameras, disable & cover mics when not in use 
 

- Turn your computer OFF when you travel. OFF! 

https://www.opengarden.com/firechat.html
https://www.authy.com/
https://www.lastpass.com/
https://1password.com/
http://keepass.info/
https://protonmail.com/
https://tutanota.com/
http://www.pcworld.com/article/2308725/encryption/a-beginners-guide-to-bitlocker-windows-built-in-encryption-tool.html
https://support.apple.com/en-us/HT204837
https://en.wikipedia.org/wiki/Linux_Unified_Key_Setup
https://ssd.eff.org/en/module/how-encrypt-your-iphone
https://blog.cryptographyengineering.com/2016/11/24/android-n-encryption/
https://blog.cryptographyengineering.com/2016/11/24/android-n-encryption/
http://www.pcmag.com/article2/0,2817,2403388,00.asp
https://torrentfreak.com/vpn-anonymous-review-160220/
https://arstechnica.com/security/2017/01/majority-of-android-vpns-cant-be-trusted-to-make-users-more-secure/
https://www.torproject.org/projects/torbrowser.html.en
https://guardianproject.info/apps/orbot/
https://itunes.apple.com/us/app/onion-browser/id519296448?mt=8
https://www.yubico.com/
https://en.wikipedia.org/wiki/Sneakernet


 
Level 4: Very Paranoid behaviors: 
 

- Tails 
 

- Become a TOR relay node or set up a TOR server.  
 

- Store electronics capable of wireless communication in a Faraday pouch 
 

- Use an air-gapped (never been & never will be connected to the internet) 
computer 

 
RESOURCES I PULLED FROM 
 

- https://bit.ly/cryptochecklist  
- https://hackblossom.org/cybersecurity/  
- https://www.eff.org/bloggers/legal/additional  
- https://ssd.eff.org/en  
- https://www.eff.org/sls/resources  
- https://www.torproject.org/download/download-easy.html.en  
- http://lifehacker.com/5529133/five-best-password-managers  
- https://modelviewculture.com/  
- https://www.mozilla.org/en-US/  

 
 
 

https://tails.boum.org/
https://bit.ly/cryptochecklist
https://hackblossom.org/cybersecurity/
https://www.eff.org/bloggers/legal/additional
https://ssd.eff.org/en
https://www.eff.org/sls/resources
https://www.torproject.org/download/download-easy.html.en
http://lifehacker.com/5529133/five-best-password-managers
https://modelviewculture.com/
https://www.mozilla.org/en-US/

